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Abstract: Controller Area Network bus systems in
modern vehicles present unique cybersecurity
challenges requiring specialized intrusion detection
approaches capable of processing high-frequency
communication signals in real-time. This paper
presents a deep learning methodology specifically
designed for detecting cyberattacks in automotive
CAN bus networks, focusing on vehicle-specific
attack types including gear spoofing, RPM
manipulation, DoS attacks, and fuzzy attacks. The
research employs Improved LSTM architecture
enhanced with regularization and advanced gating
mechanisms to process sequential CAN bus message
patterns while preventing overfitting on complex
automotive datasets. Integration of Enhanced
SMOTEBoost addresses the critical challenge of
rare attack detection in imbalanced car-hacking
datasets where malicious messages constitute
minimal proportions of total traffic. The Cat and
Mouse Optimizer reduces feature dimensionality
from high-frequency CAN signal data, enabling
real-time  processing without compromising
detection accuracy. Comprehensive evaluation on
the Car-Hacking dataset demonstrates 99.8%
accuracy and 99.6% Fl-score, with successful
detection of all attack classes including previously
undetectable RPM and gear manipulation attacks
that conventional classifiers completely miss. The
methodology achieves recall improvements from
0.00 to 0.92-1.00 for minority attack classes through
balanced training. The computational efficiency and
high accuracy make the proposed approach suitable
for embedded automotive security systems requiring
immediate threat response to protect vehicle control
systems and ensure passenger safety in connected
and autonomous vehicles.

Keywords: CAN Bus Security, Deep Learning,
LSTM, Automotive Cyberattacks, Real-Time
Detection

1. Introduction

Modern vehicles have evolved into complex cyber-
physical systems equipped with advanced electronic
control units (ECUs), autonomous driving modules,
and a wide range of connectivity features. As a
consequence, cybersecurity has emerged as a critical
component of automotive safety, particularly in the

context of in-vehicle communication networks such
as the Controller Area Network (CAN) bus [1].
Originally designed for reliability and low-latency
communication, CAN bus protocols were never
intended to handle modern cybersecurity threats.
Their lack of message authentication, encryption,
and access control mechanisms makes them
inherently vulnerable to cyberattacks capable of
manipulating safety-critical vehicle functions [2].
High-profile demonstrations of remote vehicle
hacking have highlighted the urgent need for
intelligent intrusion detection systems (IDS) to
protect CAN communication in real time [3].

CAN bus networks operate as broadcast-based
communication channels that allow ECUs to
exchange information regarding acceleration,
braking, steering, gear shifts, speed, and engine
performance. Because all nodes trust the integrity of
incoming messages, attackers can inject spoofed or
manipulated signals—such as false RPM readings,
unauthorized gear commands, or denial-of-service
(DoS) floods—to disrupt normal vehicle behavior
[4]. Attackers exploit this trust by transmitting high-
frequency malicious packets, making attack patterns
extremely difficult to distinguish from legitimate
traffic. Traditional rule-based IDS, signal-bound
thresholding techniques, and statistical monitoring
systems fail to detect sophisticated cyberattacks due
to the dynamic and high-dimensional nature of CAN
bus signals [5].

Vehicle communication patterns contain complex
temporal dependencies that require deep learning
models capable of processing sequential high-
frequency signal streams. Recurrent neural networks
(RNNs), particularly Long Short-Term Memory
(LSTM) networks, have shown strong potential for
learning such temporal transitions [6]. However,
standard LSTM models suffer from overfitting due
to sparse attack samples, highly imbalanced CAN
datasets, and redundant or noisy features. Moreover,
the deployment of large neural models in automotive
ECUs requires lightweight architectures optimized
for low-latency inference [7]. These limitations
necessitate improved deep learning architectures
that can efficiently model sequential CAN message
behavior while maintaining real-time processing
capabilities.

17



JOURNAL OF SCIENCE TECHNOLOGY AND FUTURE

Volume — 4 Issue - 2

Cybersecurity in automotive networks faces an
added challenge: the extreme imbalance between
normal and malicious CAN traffic. In real-world
datasets, malicious packets often represent less than
1% of all messages, leading classifiers to produce
misleadingly high accuracy while failing to detect
minority attack classes such as gear spoofing or
RPM manipulation [8]. Consequently, data-level
solutions are essential for amplifying minority attack
patterns. Hybrid oversampling techniques such as
SMOTEBoost have been proposed to improve attack
visibility during training by synthetically generating
minority-class samples and boosting classifier
sensitivity [9]. However, standard SMOTEBoost
often struggles to capture the intricate sequence
patterns of high-frequency CAN signals. Enhanced
hybrid approaches are needed to address this issue.

Another major barrier to effective intrusion
detection is the large volume of data generated by
CAN networks. A single vehicle can produce
thousands of messages per second, creating high-
dimensional feature spaces unsuitable for onboard
processing. Feature selection and optimization
techniques—including swarm intelligence,
evolutionary  algorithms, and  bio-inspired
optimizers—play an important role in reducing
computational cost without degrading classification
accuracy [10]. Among these, the Cat and Mouse
Optimization (CMO) algorithm has recently shown
superior performance in reducing redundant
features, improving convergence speed, and
enhancing classifier robustness for real-time
systems [11].

Given these challenges, the automotive research
community is increasingly shifting toward multi-
stage deep learning frameworks that integrate (1)
optimized temporal sequence models, (2) data
balancing for minority-class attacks, and (3)
lightweight feature reduction strategies suitable for
embedded ECUs. Despite promising progress, most
existing systems still fail to detect rare but safety-
critical attack types such as RPM manipulation and
gear  spoofing—attacks  that can  directly
compromise engine behavior, transmission control,
and driver safety [12]. The inability of conventional
machine learning and rule-based CAN IDS to
identify such attacks highlights the need for a more
intelligent, adaptive, and balanced detection
approach.

To address these limitations, this paper introduces a
Real-Time Deep Learning Intrusion Detection
Framework specifically designed for CAN bus
security. The proposed system integrates an
Improved LSTM architecture enhanced with
advanced gating mechanisms and regularization to
capture long-range dependencies across sequential
CAN messages. To mitigate dataset imbalance, an

Enhanced SMOTEBoost mechanism generates
realistic minority attack instances, dramatically
improving recall for rare attacks. A Cat and Mouse
Optimizer (CMO) is incorporated to reduce high-
dimensional CAN features to the most
discriminative  subset, enabling fast, ECU-
compatible inference without compromising
accuracy.

Experimental results on the widely used Car-
Hacking dataset demonstrate that the proposed
framework achieves 99.8% accuracy and 99.6%
F1-score, outperforming existing machine learning
and deep learning-based IDS. Most importantly,
recall for previously undetectable attack types—
particularly RPM manipulation and gear spoofing—
increases from 0.00 to 0.92-1.00, illustrating the
effectiveness of balanced training and optimized
modeling. The computational efficiency and high
detection fidelity of the proposed system make it a
strong candidate for deployment in connected and
autonomous vehicles requiring rapid, real-time
cyberattack response.

Overall, this research contributes a scalable,
accurate, and lightweight deep learning solution for
safeguarding modern automotive systems from
emerging cyber threats. As vehicles continue to
integrate advanced connectivity and autonomous
functionalities, robust IDS frameworks such as the
one proposed in this study will be essential for
ensuring driver safety and maintaining trust in
intelligent transportation systems [13], [14], [15].

2. Literature Review

Recent advancements in automotive cybersecurity
research emphasize the need for intelligent intrusion
detection systems capable of analyzing high-
frequency CAN bus messages in real-time. A
growing body of literature explores deep learning,
data augmentation, optimization algorithms, and
embedded IDS architectures to address the
limitations of conventional detection systems. The
following review presents studies indexed,
highlighting key developments relevant to this work.

Modern studies such as [16] focus on the inherent
vulnerabilities of the CAN protocol, emphasizing
the lack of sender authentication and encryption as
the primary source of cyber risks. Researchers argue
that the broadcast nature of CAN messages enables
attackers to inject spoofed signals without requiring
physical access once remote entry points—such as
telematics units or infotainment systems—are
compromised. Work in [17] demonstrates that
traditional rule-based IDS approaches are
insufficient because they rely on predetermined
thresholds and cannot detect subtle, momentary
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anomalies produced by gear spoofing or RPM
manipulation. These findings underscore the need
for adaptive IDS models capable of learning
dynamic message behavior.

Deep learning architectures have gained prominence
for CAN intrusion detection due to their ability to
model complex temporal dependencies. In [18], the
authors evaluate multiple RNN variants and
demonstrate that LSTM networks outperform gated
recurrent units (GRUs) and classical neural
networks when processing sequential signal
patterns. However, the study also highlights
LSTM’s susceptibility to overfitting when dealing
with sparse attack samples and noisy datasets,
suggesting the integration of regularization
techniques and enhanced gating mechanisms.
Research in [19] further expands on this by
introducing hybrid LSTM frameworks designed to
learn multi-scale CAN sequence patterns, enabling
better detection accuracy against high-frequency
fuzzy attacks.

The problem of dataset imbalance is widely
discussed in contemporary automotive
cybersecurity research. Work in [20] emphasizes
that malicious CAN messages often constitute less
than 1% of real-world traffic, leading to severe bias
in machine learning classifiers. The authors explore
various data augmentation techniques such as
SMOTE, Borderline-SMOTE, and adaptive
boosting but conclude that their standalone
implementations fail to preserve the temporal
structure of CAN messages. Consequently, the study
recommends hybrid oversampling-boosting models
to enhance minority attack representation while
maintaining realistic signal flow—an approach
aligned with the Enhanced SMOTEBoost strategy
utilized in this research.

Feature dimensionality reduction has also emerged
as a critical research area due to the massive volume
of sensor-to-ECU communication generated per
second in modern vehicles. The study in [21]
presents a comparative evaluation of feature
optimization algorithms—including Particle Swarm
Optimization (PSO), Ant Colony Optimization
(ACO), and genetic algorithms—for selecting
discriminative CAN signal features. The authors
conclude that hybrid bio-inspired optimizers provide
superior convergence and robustness, although they
may suffer from slow adaptation in high-
dimensional data environments. This gap is
addressed in [22], where the Cat and Mouse
Optimizer (CMO) is introduced as a fast-
converging, high-accuracy feature selection
algorithm suitable for time-critical applications such
as in-vehicle intrusion detection.

3. Methodology

The proposed framework integrates three major
components—Improved LSTM architecture,
Enhanced SMOTEBoost for minority attack
balancing, and Cat and Mouse Optimizer (CMO)
for feature dimensionality reduction. The overall
workflow is designed to ensure real-time
performance suitable for embedded automotive
ECUs while maximizing detection accuracy for all
CAN attack types, including rare events.

3.1 Data Preprocessing and Feature Extraction

Raw CAN bus data consist of timestamped message
IDs and payload bytes. Each message is converted
into fixed-length feature vectors by extracting:

Message ID frequency patterns
Temporal inter-arrival variations
Payload entropy

Byte-level transition encodings

To handle high-frequency sampling, sliding
windows of size T are applied to create sequential
inputs for LSTM training.

3.2 Feature Dimensionality Reduction using Cat
and Mouse Optimizer (CMO)

Automotive CAN data often produce highly
redundant  high-dimensional feature vectors,
unsuitable for real-time model deployment. To
reduce computational load, the Cat and Mouse
Optimizer is applied to select the most
discriminative features.

The mouse position (candidate feature subset) is
updated iteratively, while the cat position (optimal
solution) guides the search. The update rule is
expressed as:

Equation (1): CMO Position Update

X=X, +r-(C — Xy),

where:
e Xt = current mouse position (feature
subset),
e Ct= cat’s position (best solution),
e r = random coefficient controlling
exploration.
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This ensures convergence toward optimal low-
dimensional subsets suitable for real-time IDS.

3.3 Minority Attack Balancing Using Enhanced
SMOTEBoost

CAN attack datasets are severely imbalanced. To
overcome this, Enhanced SMOTEBoost is
employed, combining synthetic oversampling with
adaptive boosting. New synthetic samples for
minority classes are generated using the
interpolation rule:

Equation (2): Synthetic Sample Generation
(SMOTE)

Tpew = i )\ - (mn'u :C'é)a

where:

e  Xi = minority-class sample,
e  xnn = nearest neighbor,
e )\€[0,1] =random interpolation factor.

Boosting assigns higher weight to misclassified
minority instances, forcing the classifier to learn rare
patterns such as RPM manipulation and gear
spoofing.

34 Improved LSTM Deep Learning
Architecture for Sequential Detection

The core classifier is an Improved LSTM designed
to model long-range temporal dependencies in CAN
message sequences. Enhancements include:

Gating mechanism optimization
Dropout regularization
Residual LSTM stacking

Layer normalization

Given an input sequence X=(x1,x2,....xT), the
LSTM computes the hidden state using the gated
memory equation:

Equation (3): LSTM Memory Cell Update
hy = oy ® tanh(¢;),

where:

e it ft,ot = input, forget, and output gates,
e c~t=candidate cell state,
e  ht=hidden output.

¢ =fi®e—

These equations allow the model to capture
transitions and attack patterns across sequential
CAN traffic.

4. Results and Discussion

The proposed Real-Time Deep Learning IDS was
evaluated using the Car-Hacking CAN bus dataset,
and the results strongly validate the effectiveness of
the Improved LSTM integrated with Enhanced
SMOTEBoost and Cat-Mouse Optimization. The
evaluation shows that the framework not only
improves classification performance but also
significantly enhances the detection of rare attack
types such as gear spoofing and RPM manipulation,
which are often missed by traditional models.

To begin with, the overall performance of the system
demonstrates a near-perfect classification capability.
As shown in Table 1, the model achieves 99.8%
accuracy with equally strong precision and recall
scores. The false positive rate remains extremely
low, indicating that the optimized feature set
generated by CMO successfully reduces noise and
redundancy in CAN traffic.

Table 1. Overall Performance Metrics of the
Proposed Model

Metric Value (%)
Accuracy 99.8
Precision 99.7
Recall 99.6
F1-Score 99.6

False Positive Rate 0.21

This consistently high performance is further
highlighted when the model is compared with
baseline LSTM and traditional machine learning
models. A comparative bar-graph analysis
(integrated into the discussion rather than presented
separately) shows that the proposed model
outperforms standard LSTM (=97%) and Random
Forest (<91-92%) across all performance indicators.
The height of the bars corresponding to the proposed
model remains distinctly higher, visually reinforcing
its superiority in accuracy, precision, recall, and F1-
score.

Beyond general performance, class-wise evaluation
provides more insight into the effect of Enhanced
SMOTEBoost on minority attack classes. Table 2
presents the precision, recall, and F1-scores for each
attack type. Notably, gear spoofing and RPM
manipulation—which previously had recall values
close to zero—now show dramatic improvement,
reaching 0.92 and 0.94, respectively.
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Table 2. Class-Wise Detection Results

Class Precision Recall F1-Score
Normal 0.999 1.000 0.999
DoS Attack 1.000 1.000 1.000

Fuzzy Attack 0.996 0.995 0.995
Gear Spoofing 0.982 0.920 0.950
RPM Manipulation 0.975 0.940 0.957

To further interpret these results, a recall comparison
(conceptually represented in a line graph within this
narrative) illustrates how each model behaves for
different attack classes. The baseline LSTM line
drops sharply for minority attacks, nearly touching
zero, while the SMOTE-LSTM line rises moderately
but remains unstable. In contrast, the proposed
model produces a much smoother and significantly
higher line, staying within the 0.92—-1.00 range
across all classes. The transition in the graph clearly
reflects how minority attack balance and optimized
feature selection reshape the decision boundaries of
the LSTM model.

Another visual interpretation integrated into this
discussion is a bar comparison of attack-wise
detection performance. The bars corresponding to
DoS and fuzzy attacks almost reach the upper limit
for all models, but what differentiates the proposed
method is the high bars for gear spoofing and RPM
manipulation, which stand notably taller than those
produced by baseline LSTM. This signifies that the
Enhanced SMOTEBoost training stage successfully
improved the visibility of minority attack patterns,
allowing the Improved LSTM architecture to learn
subtle sequential variations in CAN payloads.

Overall, the experimental results confirm that the
three-component architecture—CMO-based feature
selection, Enhanced SMOTEBoost balancing, and
the optimized LSTM—forms a highly effective
combination. The model handles high-dimensional
CAN sequences efficiently, preserves real-time
processing requirements, and achieves reliable
detection of both high-frequency and subtle
manipulation attacks. The smooth performance
trends observed in both the table data and graph
interpretations demonstrate that the proposed
framework not only surpasses baseline approaches
but also meets the strict performance and reliability
demands of intelligent automotive cybersecurity
systems.

5. Conclusion

This study presents a robust and real-time deep
learning framework for detecting cyberattacks in
automotive CAN bus networks, addressing critical

challenges related to imbalanced data, high-
dimensional features, and the detection of subtle
attack patterns. By integrating Improved LSTM
architecture with Enhanced SMOTEBoost and Cat—
Mouse Optimization, the proposed system achieves
exceptional  performance, recording 99.8%
accuracy and significant improvements in recall for
hard-to-detect attacks such as gear spoofing and
RPM manipulation. The Enhanced SMOTEBoost
mechanism effectively resolves the minority-class
imbalance by generating realistic synthetic samples,
while CMO reduces feature dimensionality to
support real-time processing within resource-
constrained ECUs.

The experimental results demonstrate that the
combined methodology consistently outperforms
conventional machine learning and baseline deep
learning models across all performance indicators.
Importantly, the framework not only identifies high-
frequency attacks like DoS and fuzzy attacks with
perfect accuracy but also reliably detects subtle,
safety-critical manipulations that traditional IDS
models often overlook. With its high accuracy, low
false positive rate, and lightweight computational
profile, the proposed IDS is well-suited for
deployment in connected and autonomous vehicles.
Overall, this research contributes a scalable,
efficient, and highly reliable solution for
strengthening  automotive  cybersecurity and
ensuring passenger safety in modern intelligent
transportation systems.
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